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CONSENT TO STORAGE OF ELECTRONICALLY FORMATTED
LEGAL DEPARTMENT WORK PRODUCT, COMMUNICATIONS AND
OTHER DOCUMENTATION BY MICROSOFT

WHEREAS, by Roll Call No. 13-1404 of September 9, 2013, the City Council approved a consulting contract
with Catapult Systems, Inc. for implementation of the Microsoft Office 365 software; and

WHEREAS, by implementation of Microsoft Office 365 for all City departments, including the City Legal
Department, all storage of electronically formatted City Legal Department work product, communications and
other documentation will be stored on servers or other computer equipment physically located and maintained by
Microsoft outside the direct control and supervision of the City Legal Department; and

WHEREAS, the Information and Technology Department in conjunction with Catapult Systems, Inc. have
determined that the City Legal Department will have unrestricted access and that reasonable security precautions
will be implemented, including password protection and data encryption, to preserve the confidentiality of City
Legal Department work product, communications and other documentation and to prevent unauthorized access
and disclosure, however, the City Legal Department cannot guarantee that the documentation stored by Microsoft
will be invulnerable to unauthorized access and that employees of Microsoft or other third parties may have
access, both authorized and unauthorized, to confidential information.

NOW, THEREFORE, BE IT RESOLVED by the City Council of the City of Des Moines, lowa, that the City
Legal Department is authorized and directed to use Microsoft Office 365 services and that in accordance with
Rule 32:1.6 “Confidentiality of Information,” of the Iowa Rules of Professional Conduct for attorneys, informed
consent is hereby given to the storage of City Legal Department work product, communications and other
documentation by Microsoft.
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